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ABSTRACT

Recently, due to the nature of blockchain that guarantees users’ anonymity, more and more cases are being exploited for
crimes such as illegal transactions. However, cryptocurrency is protected in cryptocurrency wallets, making it difficult to
recover criminal funds. Therefore, this study acquires artifacts from the data and memory area of a local PC based on user
behavior from four browser extension wallets (Metamask, Binance, Phantom, and Kaikas) to track and retrieve cryptocurrencies
used in crime, and analyzes how to use them from a digital forensics perspective. As a result of the analysis, the type of
wallet and cryptocurrency used by the suspect was confirmed through the API name obtained from the browser’s cache data,
and the URL and wallet address used for the remittance transaction were obtained. We also identified Client IDs that could
identify devices used in cookie data, and confirmed that mnemonic code could be obtained from memory. Additionally, we
propose an algorithm to measure the persistence of obtainable mnemonic code and automate acquisition.
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Table 1. Version and Coin Type by Wallet

Wallet Coin Type Version
Metamask ETH 10.24.2

Binance BNB 2.13.7

Phantom SOL 23.2.4

Kaikas KLAY 2.3.0
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Table 2. Tools for Analyzing Browser Extension
Wallet Artifacts

Tool Version
Google Chrome 110.05481.178
ChromeCacheView 2.41
Magnet RAM Capture 1.02
VMware Workstation Pro . 15.5.6
build-16341506
HxD 2.5.0
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Table 3. Path of Google Chrome Caches and
Cookies files

Type Path
%LOCALAPPDATA%\Google\Chro
Caches me\User Data\%PROFILE%

\Cache\Cache Data\data_1

%LOCALAPPDATA%\Google\Chro
me\User Data\%PROFILE%
\Network\Cookies

Cookies
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Fig. 3. _ga Cookie Data Form in Google Chrome
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4.1 Metamask

Table 4.&= Metamaskelx 7% 53 A AA
= 9] A AA delelE Adk Folch ‘met
aswap Gas API request URL & %3 79 A
A gas S 3E skl API 84 F

Zoltb(18). " dHlolelE E3] MetamaskellA
3%l ﬂiﬂ WA AZE AR A ETH A= 55
2 5E A F 9ly, &Y} 7]dMY ETH

A oA%-5 g 4 el ‘etherscan.io’ API
request URLS ETH EalAA = API 8%
F40]t}(19). #lw API 3% A, URLY ==

Table 4. Artifacts of Cache files for Metamask

Artifact Discription URL Format
‘metaswap’ https://gas-apl:
Gas API metaswap.codefi.
request Fee per gas | network/network
SRL s/{ChainID}/sugg

estedGasFees

https://api-goerli
.etherscan.io/api
?module=account
&action=txlist&

‘etherscan.i

o API Transaction address— {addres
request Information >

URL s} &tag=latest&p

age={pageNumbe

1} &startBlock = {

BlockID}

‘cryptocom https://min-api.c

pare.com’ Price of ryptocompare.co

request ETH m/data/price?fsy

API URL m=ETH&tsyms=

usDh

Table 5. Artifacts of Cookies for Metamask

Value Foramt
GAl.{domainCom

HostName Name

etherscan.io | _ga Cookie | ponent}.{clientID
}.{timeStamp}
GA1l.{domainCom
infura.io _ga Cookie | ponent}.{clientID

} . {timeStamp}

= address Iehvlglel] Algzte] AF Faot 3
AL=7] wjo 248 A3 F4o5 52 5 9l
t}. ‘cryptocompare.com’ API request URL->
ETH =<l9] & AAE AA §3t2 wizhs] uols
= APIe|t}(20). ETH &3 AH7F A4H ds
json AL R wigkele] selo] W] wite] ETH
AHA7E 39 AE g 4 gleh. Table 5.+
Metamask 3¢ #a F7] dlo|e|E AHedt Hol
o}, =28 Bz}$AA Metamasks A#sld ET
H s47]9l ‘etherscan.io & Z2AER 7IX]+&= 9
Al B9} Web3 314 EEAQ1 /i 3 fxjo|E
9] 3~e9l ‘infura.ioc ¥¥ FI7F AAEE=H (2
1), 39 SYrlelEox] A= _ga F7]= 7l
AREEL 71719 AR AEE A7 Felvlg ofE
ER AN 4 9loh o 2R Fig. 4. 232 in
fura.ioc TAEY ga F7] HolEE A= Hal
o} o Azl AZeieiEtE e 2E ARk
71715 Abgstd 722 Client IDE 7HA1& _ga F
717} e AL #81% F gl

Fig. 4. Compare _ga Cookie at Different Times
of ‘infura.io’ Host by Metamask

4.2 Binance

Table 6.+ Binance A% A3 ¥ %= A] A
A== A deleE A#g Foltl. Binance Lo
go Resourcex github 72 &¢| £3}= Binanc
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Table 6. Artifacts of Cache files for Binance

Table 7. Artifacts of Cookies for Binance

Artifact Discription URL Format
https://raw.gith
. ubusercontent.co
Binance . . .
Binance m/binance-chain
Logo
Resource logo /wallet-assets/m
aster/assets/BN
B/logo.svg
. , https://wallet.bi
binance.org nance.org/api/vl
Gas API Network orerap
Request information /bsc/gasnetwor
URL kld= {NitworkID
‘binance.org’ ) .
Fiat APT Price of E;tnii/o /1 ij‘;leit/fll
Request BNB ‘/fiit P
URL
binance.org https://wallet.bi
Balance .
AP Asset state | nance.org/api/vl
of address | /{NetworkID}/{a
Request ddress}/balance
URL
‘binance.org’ https://wallet.bi
Transaction All nance.org/api/vl
API transaction | /{NetworkID}/ad
Request information | dress/{address}/t
URL ransactions
‘binance.org’ ) .
Auth API Response https‘//walle.t.bl
nance.org/api/vl
Request of Auth Jyvenly/auth
URL v
‘binance.org’
Cryptocurre https://wallet.bi
Wallet .
ncy API . . nance.org/api/vl
infomation
Request /eryptocurrency
URL

e A7k 2uE 333 URL A¥olt}. 28x 'bi
nance.org 22] API Request A7} th AA
5= AS #ed 4 9lt}h binance.org+ 34 B
NB Chain 34 &do]A& oj=] APIE A&t
(22). L &, binance.org Balance API Requ
est URL¥ ‘binance.org Transaction API Re
quest URL dHelelel= AF F471 A4 Ad=
URLe] &A5} A7t 45 1s 4 9ok, 34
APIY 32EWF) A7t F4E %'EH inance A%t
7% BNB Z<le] AH-H Z& Fhetst 4 gl
Table 7. B2} 7] dlo|¥] W g5 7ts

Lot Name Value Format
Name
1d devi {device_i(f(0-91{7}-(0-9) {4
“moonp ce id }-(a-z0-9{4}-(0-9) {4} -(a-z0
ay.com = -9{4}-(0-9){4}-(a-z0-9) {12}
Cookie 1
.moonp _ga GAl.{domainComponent}.{

clientID}. {timeStamp}

sGpcEnabled=0&datesta
mp=S{time} (A&7
N - ?2??&version={versionl
nfo} &isIABGlobal = {isIAB
Global} &hosts=&consentl
d={consentId} &interactio
nCount=1&landingPath=
{landingPath}apiKey = {api

ay.com | Cookie

moon Sg(t)ir;;) Key} &defaultCurrencyCod

a Corﬁ 0t e=SOL&enabledPayments

v . ={payment} &walletAddre
Cookie

sses={address} &colorCode
={colorCode} &baseCurren
cyAmount = {baseCurrency
Amount} &quoteCurrencyA
mount=&baseCurrencyCo
de={baseCurrencyCode} &
signature={signature} %3
D&groups = {groups}

'sli)i)nfoe _ga GA1l.{domainComponent}.{
m' Cookie clientID}. {timeStamp}
‘bnbch _ga GAl.{domainComponent}.{

ain.org | Cookie clientID}. {timeStamp

g Binance A3t 33 ol HEES A2 Fo|r},
Z+ Sixle]® " moonpay.com’, .coingecko.com’
9} “bnbchain.org' X _ga F717} AX = F7]
7 A= 71719} ARAE Aol 7sEle) L moon
pay.com+ Web3 A AA Au|AE AZs}
= ko] €lxje]Eolr}(23]. .coingecko.com &
ots 3ty EEAQle EdAA B 753 39 A

5 AlFshs YatelEe|rh(24). 18] bnbch
ain.org+= BNB Chain YEY= 3 AMu|~S
A Fsh= ko] Eolri(25). moonpay.com’ H#H
F71= _ga F7] o]l tlule]x AES 913 1d d
evice_id 7], 2|2 A3t F471 283 Optan
onConsent F717} & Z& &eld 4 gt} Bi
nance A3 WA} F7] mFellA A7t F4 F

Eo] FP5a},
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4.3 Phantom

Phantom A3} A8 5 &2k e A A 3
dolli= A== dlolel= Table 8.3 o] A3
t}. 7HAlelE ‘phantom.app API &% deo|g] U
RLE°] A4=+Ed, °]& Phantom ofZe|Alo]A
o] ZrERoR ZHE APIE A AlFdch(26].
o] & ‘phantom.app Token API requst URL
E3} phantom.app History API requst URL
o] dlEhrlglelA A3t F4E F5E 4 9 BE
URLe] #8422 7[x+= dlo]e]]] ‘api.phanto
m.app/solana/ole APl 3AEHI} vEY=T A
B7} dolglom 2 Phantom ofZ@|Aleld AH&
o e} SOL 2l AHE- o5 &l 4= 9lr)

F71 dleleelA=

‘phantom.app 2 IXAE ©]

Table 8. Artifacts of Cache files for Phantom

Artifact | Discription URL Format
https://api.phantom.
app/solana/spl_token
_accounts?ownerPub
Key={address}&chai

nld=102
https://api.phantom.

. app/solana/spl_token

phant(? _accounts?ownerPub

m.app Wallet Key={address}&chai

Token | 1d4=101

AP ChalnID n
requst Information | https://api.phantom.
URL app/solana/spl_token
_accounts?chainld=1
02&ownerPubKey = {
address}
https://api.phantom.
app/solana/nft/v1/pu
bkey/{address}/listin
gs?chainld=102

‘phanto

1m.abp Request https://api.phantom.

History .

API Wallet app/solana/history/v
History 1/pubkey/{address}
requst
URL
‘phanto
Elléii)t% Locale and | https://api.phantom.
API TPS app/solana/health/v
Information 1?locale=ko-KR
requst
URL

Table 9. Artifacts of Cookies for Phantom

IET{;;Z Name Value Format
{"distinct_id”:"{dis
. tinct_id}”,"$device
h AN O
%ﬁéﬁtﬁé7f id”:"{device_id}"."$
phantom. | Z33FaP1lmFc referrel‘" i $d1rec‘9
a bBvon3LPD $referring_domain
bp Nahm@Q post $direct”,"$sesid”:

hog_p (sesid]
}

Z°2 712 ‘ph_nsbZjyZlgS mGfthS7TnZ33FaP
1mFcbBvon3LPDNahmQ_posthog #7717} A
A=led, 9 F7)olE device_id zhol E3hE o]
3t} device_ide 7171 AlH AHR=Z ik Fodsh
e 7HA 7] wiell siw 717]¢142] Phantom A
7F AHE 85 #ld 4 9rh device_idel ¥
= FAA-Q AL Table 9.0+ #Haldt 4= gl

4.4 Kaikas

Kaikas®] 7% 3¢ 43 A o= oAk =7t
g A 2 ] dleleelA] ARt F4F

folet. w3k F7] dolejolA fejnlat o}

Y
£

J
Iy

j‘i
—'_'ﬂ-l

aikas ¥ ofgHEE A E 1‘4 kalkas io’
API request URLS & %i 2 Kaikas °o]%
Al gl 2 FojAlete] 2R % json & wisk
g}H27). Phantom A% FdsA APl &2

o] ‘kaikas.ioo]BZ &g ole|HEZHE] Kaik

Table 10. Artifacts of Cache files for Kaikas

Artifact URL Format

https://static.kaik

as.io/extension/ur

gent.json?1677836
763010

‘kaikas.io’ | Guidelines | https://static.kaik

API for delay in | as.io/extension/to

request use and ken-list.json?_t=1
URL precautions 677836774824

https://static.kaik

as.io/extension/no

tice.json?_t=16778
36786644

Discription
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Fig. 5. Cryptocurrency Secret words in Memory
raw file
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Algorithm 1. Get Mmnemonic code in memory

Input : memory.raw M, BIP39 Wordlist W
Output : Mmnemonic code N
fl = open('memory.raw’)
f2 = open('BIP39.txt")
M = fl.readlines()
W = f2.readlines()
cent = 0
N=0
for line in W:
//search first word
idx = M.find(line)
if idx True:
N.append(line)
while(ecnt==11):
//if " exist back
if Midx-1) == 0x20:

for line in W:
idx = M(:idx-1).find(line)
//if " exist afeter
elif M(idx+line.length+1) == 0x20:
for line in W:
idx = M(idx+line.length+1:].
find(line)
else:
continue
N.append(line)
cnt+ +

return N

Fig. 6. Psuedo code for Get Mmnemonic code
in Memory raw file

AFSR Bl OIEIME Xiy

M

4 Qe meheAe 3
ez B4 1 zﬂ_a}w ELP PN
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7oz A2elr] 93 A AR Trow TEAA

14
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Metamask Artifacts Durability

Lock Wallet Close Browser Kill Chrome

Send Coin

Login Lock Wallet

Send Gbin Close Browser kill Chrome

Number of Artifacts
O R, N WA U O N ®

Time elapsed(min) v

—=@=address mnemonic code

Fig. 7. Metamask Artifacts Count for Persistence
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Binance Artifacts Durability

Login Close Browser
g Send Coin ~ Lock Wallet Kill Chrome

Sehd Coin

Close Browser

Number of Artifacts

O R N WA U OO N ®

Login Lock Wallet Kill Chrome
N N N S N o ) o o o N
N ! S s < : K s ! s
o PR ’&9 0.0 @’Q r\ﬁ?’ ®9 W\.Q ,O’.\ 909
Time elapsed(min)

=@ 2address mnemonic code

Fig. 8. Binance Artifacts Count for Persistence
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Table 11. Artifacts for Browser Extension Wallet

Wallet Address | Client ID Mnemonic
Code
Metamask 0 10) 0
Binance 0O 0 0
Phantom 0 X 0
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